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This report has been prepared solely for the use of Members and Management of South Kesteven District  Council. Details may 

be made available to specified external organisations, including external auditors, but otherwise the report should not be used or 

referred to in whole or in part without prior consent.  No responsibility to any third party is accepted as the report has not been 

prepared, and is not intended for any other purpose.

The matters raised in this report are only those that came to our attention during the course of our work – there may be 

weaknesses in governance, risk management and the system of internal control that we are not aware of because they did not form 

part of our work programme, were excluded from the scope of individual audit engagements or were not bought to our attention.

The opinion is based solely the work undertaken as part of the agreed internal audit plan.                                                                 
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Key Messages 

Assurances

Since the last progress report in September, we have completed one 

audit – Cyber Security Phase 1.  This received a substantial 

assurance opinion – some improvement needed in the application of 

controls but overall, they are adequate, appropriate and operating 

sufficiently so that risks to the activity are medium / low.  More 

information for the outcome of this report is provided on the next page.

Reports at Draft 

• Programme management

• Housing void management

Progress and Delivery 

The delivery of the plan is on track and all audits are scheduled.  Our 

key focus over the next five months include:

• Health & Safety  

• Key control testing (Debtors – Creditors – Capital Programme) 

• Combined Assurance (addition to the plan)

The following audits have been re-scheduled to April – June 2023 to 

ensure we add most value:

• Housing Income – new system currently being implemented 

• HRA building programme – programme not started

A complete schedule of planned audits and current position is included 

as Appendix 2.

Note: The assurance expressed is at the time of issue of the report but before the full implementation of the agreed 

management action plan.  The definitions for each level are shown in Appendix 1. 

Introduction
The purpose of this report is to:

• Provide details of the audit work during the period  October  2022 to 15th November 2022

• Advise on progress of the 2022/23 plan

• Raise any other matters that may be relevant to the Audit Committee role
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Substantial Assurance

Cyber Security 

– Phase One 

Cyber security comprises of technologies, processes and controls that are 

designed to protect systems, networks and data from cyber-attacks.

A substantial audit opinion has been given for the first phase of the Cyber 

Security review. 

Our review benchmarked the Council’s arrangements against best practice 

(UK’s National Cyber Security Centre) which help assess the overall cyber 

security position of the Council. This first phase focussed on:

• Governance and Risk Management

• Engagement and Training

• Asset Management

• Architecture and Configuration

• Vulnerability Management

Our overall assurance opinion is informed using what is termed a “defence-

in-depth “ approach. This approach to cyber security acknowledges the use 

of multiple layers of controls to protect the Council from successful attacks.

Our recommended improvements extend beyond the ICT service given the 

importance of having a strong cyber awareness culture across the Council.  

These include:

• Software version management 

• Promoting and embedding the Senior Information Risk Officer role

• Updating existing policies and procedures – including patch management  

• Providing training to staff and councillors on cyber risks – including 

remote working 

• Improving ICT performance reporting 

Management Response 

The proposed action plan has been developed to strengthen the Council’s 

cyber defences and responds to the improvement areas identified by 

internal audit. 

Resources have been allocated to deliver the actions and good progress is 

being made.  Management is confident the actions will have been delivered 

in the agreed timescales.

Agreed Management Actions

High priority action to be implemented by December 2022,  Medium priority 

actions to be implemented between October 2022 to May 2023.  These will 

be followed up in Phase Two as part of our 2023/24 plan.



Internal Audit Plan –

2023/24
We aim to provide as complete a picture as possible of our clients’ assurance 

on critical systems and the key risks they face – supporting the delivery of 

client business plans, objectives and priorities. 
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Consulting the Governance & Audit Committee

We are about to commence developing the Internal Audit Plan – 2023/24.  

To help inform our plan we would like to engage with the Governance and Audit Committee early in 

the process.  This helps us identify any significant areas of risk and / or concern Committee wish to 

be considered.  

Our approach 

Understanding the Council’s business, risk profile and assurance framework is vital in our planning 

process.  We aim to align our work with other assurance functions, particularly performance and risk 

management, and look at different ways of leveraging assurance to maximise the best use of the 

Internal Audit resource and other assurance functions of the Council.

At the heart of the strategy is the Council’s 

‘Assurance Map’.  This helps focus our work 

plans on risks that matter – the make-or-break 

risks that affect the successful delivery of 

services and strategic objectives.  It also 

recognises the importance of critical business 

systems that support successful delivery and 

‘protect the business’ – core activities.

There also needs to be sufficient coverage so 

the Head of Internal Audit can provide their 

statutory opinion.

We are about to start working with management 

to develop the Council’s assurance map.

Internal  
Audit 
Plan

Business 
Plan

Assurance 
requirements 
for the Head 
of Internal 

Annual 
Opinion

Combined 
Assurance 
Model  & 

Assurance 
Map

Our  
Knowledge 

and 
previous 
findings

Risk Profile 
& Risk 

Registers

Mgt

Requests

Emerging 
Issues 

Key sources of information that help to inform the plan:   

• Cyber Security – Phase Two

• Housing Income 

• HRA Building Programme 

• Combined Assurance Status Report – 2024

• Financial Governance – Providing assurance 

that key financial controls are in place and 

operating effectively

• Governance & Risk – Providing assurance that 

key governance controls are in place and 

operating effectively

• Project Assurance – Providing assurance on a 

key project and the successful delivery (on-

time – within budget – deliverables achieved 

and benefits realised)

Potential Areas 

There are some areas that we have already 
identified to be considered:



Other Matters of Interest
A summary of matters that will be of particular interest to Audit 

Committee Members
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CIPFA Guidance for Audit Committees – updated October 2022

This fully revised and updated edition takes into account recent legislative changes and 

professional developments and supports the 2022 CIPFA Position Statement. 

It includes additional guidance and resources to support audit committee members, and those 

working with and supporting the committee’s development.

The training on the 30th November 2022 will provide the Committee with the key headlines of 

the guidance and benchmark current arrangements with this new best practice guidance.  

https://www.cipfa.org/services/support-for-audit-committees

CIPFA - Internal Audit Untapped Potential – published May 2022

CIPFA advocates best practice in assurance, governance, management and financial control 

across the public services. Internal audit has the potential to help organisations achieve their 

goals, but this potential may not be currently realised. This report, and the research that has 

been conducted to create it, explores the changing landscape of internal audit in the public 

services and how vital it is for an organisation in terms of its future success.

CIPFA intention with this report is to open a dialogue across public service organisations, the 

internal audit profession, audit committees, as well as those considering a career in internal 

audit. Internal audit is an important part of the solution for effective management of the public 

services, and CIPFA hope to facilitate change that will see greater independence of internal 

audit, sustainability of recruitment into the role and an increased understanding of assurance.

This report makes several recommendations. Some are directed at the internal audit teams 

working within and for the public services. Others are directed at the client organisations, both 

management and audit committees. There are areas of planned work that CIPFA will be taking 

forward, some in collaboration with the Chartered Institute of Internal Auditors (CIIA) and the 

Internal Audit Standards Advisory Board (IASAB).

We suggest that it would be good to explore the content of this report with the Audit Committee 

as part of its training and development plan – gaining greater insight into the Role and Impact 

of Internal Audit in the Council.

https://www.cipfa.org/services/networks/better-governance-forum/internal-audit-

documentation/internal-audit-untapped-potential

https://www.cipfa.org/services/support-for-audit-committees
https://www.cipfa.org/services/networks/better-governance-forum/internal-audit-documentation/internal-audit-untapped-potential


Appendix 1 Assurance Definitions
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High
Our critical review or assessment on the activity gives us a high level 

of confidence on service delivery arrangements, management of 

risks, and the operation of controls and / or performance.  

The risk of the activity not achieving its objectives or outcomes is low.  

Controls have been evaluated as adequate, appropriate and are 

operating effectively.

Substantial
Our critical review or assessment on the activity gives us a 

substantial level of confidence (assurance) on service delivery 

arrangements, management of risks, and operation of controls and / 

or performance.

There are some improvements needed in the application of controls 

to manage risks. However, the controls have been evaluated as 

adequate, appropriate and operating sufficiently so that the risk of the 

activity not achieving its objectives is medium to low.  

Limited 
Our critical review or assessment on the activity gives us a limited

level of confidence on service delivery arrangements, management 

of risks, and operation of controls and/or performance. 

The controls to manage the key risks were found not always to be 

operating or are inadequate. Therefore, the controls evaluated are 

unlikely to give a reasonable level of confidence (assurance) that the 

risks are being managed effectively.  It is unlikely that the activity will 

achieve its objectives.

Low
Our critical review or assessment on the activity identified significant 

concerns on service delivery arrangements, management of risks, 

and operation of controls and / or performance.

There are either gaps in the control framework managing the key 

risks or the controls have been evaluated as not adequate, 

appropriate or are not being effectively operated. Therefore the risk 

of the activity not achieving its objectives is high.



Appendix 2 2022/23 Audit Plan to date
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Audit Scope of Work Start 
Planned 
Date 

Start Actual 
Date 

End 
Actual 
Date 

Rating 

Good 
Governance 
Phase 1 and 
Decision 
making 

To provide assurance that the 
Council has a robust Governance 
Framework in place that aligns to 
best practice (CIPFA / SOLACE 
‘Delivering good Governance in 
local government’ – issued 2016. 
Benchmarking against the 7 good 
governance principles and the 
principles and the Governance 
Risk Resilience Framework – 
issued by the Centre for 
Governance & Scrutiny – issued 
2021.   
 

22/06/22 22/06//22 08/09/22 Substantial 
Assurance  

Risk 
Management 

To review the effectiveness of the 
risk management arrangements 
including: 

• Leadership & 
Management 

• Strategy and Policy 

• People – Risk Culture 

• Processes 

• Risk Handling & 
Assurance 

• Outcomes & Delivery 

• Using risk maturity model 
 

04/07/22 04/07/22 08/08/22 Substantial 
Assurance  

Cyber 
Security 

The National Cyber Security 
Centre (NCSC) has identified 10 
steps for cyber security to help 
organisations manage cyber 
risks. The review will cover these 
10 steps with a view to confirming 
that appropriate consideration has 
been given to these areas. 

31/08/22 31/08/22 14/11/22 Substantial 
Assurance 

Health and 
Safety 

To review the effectiveness of the 
Council’s health and safety 
arrangements including: 

• Governance & Oversight 

• Compliance 

• Processes  

• Risk Assessment and 
Assurance 

• Reporting and monitoring  

• Measuring performance 

19/09/22 21/10/22  Fieldwork  

Housing 
Void 
Management 

Review of the governance and 
procedures in place to monitor, 
manage and report housing voids 

10/10/22 11/10/22  Fieldwork 
complete – 

drafting report  
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Audit Scope of Work Start 

Planned 

Date

Start 

Actual 

Date

End 

Actual 

Date

Rating

Programme 

Management

Review of the programme and 

project management 

procedures in place to provide 

management with assurance 

that a robust and consistent 

approach is being followed. 

This will be an advisory review.

05/09/22 05/09/22 Fieldwork complete –

drafting report

Housing 

Income 

Management

Review of the governance and 

procedures in place to monitor, 

manage and report housing 

income.

Moved to April – June 2023

HRA 

Building 

Programme

Assurance over the Housing 

Revenue Account building 

programme processes and 

procedures.

Moved to April – June 2023

Key Control 

Testing

Delivery of key control testing 

to enable Head of Internal 

Audit to form an opinion on the 

Council’s financial control 

environment.

Terms of Reference which 

include scope and focus on key 

risks will be determined with 

the appropriate senior 

manager.

15/02/23 Not Started 

Follow Ups To provide management with 

assurance that actions from 

previous key audits have been 

implemented and this has led 

to improved outcomes.

01/02/23 Tracked with mgt quarterly 

– follow up low / limited 

assurance opinion / high 

priority actions

Combined 

Assurance 

Working with management we 

co-ordinate the levels of 

assurance across the Council's 

critical activities, key risks, 

projects and partnerships –

producing a Combined 

Assurance Status report in 

February / March 2023.

14/12/22 Planning 


